Countering Linkages between Terrorist 
and Criminal Networks
James J.F. Forest, Ph.D.

Prepared for the EAPC/PfP Workshop on Threat Convergence

Zurich, Switzerland
5 March 2007
As early as the 1970s, scholars and security analysts observed a growing trend among criminal and terrorist organizations who appeared to be moving away from traditional hierarchical structures. For example, as a result of damage caused to the group by security force penetration, the Provisional Irish Republican Army reorganized into a more compartmented cellular structure during the late 1970s.
 The advantages of this approach for any sub-national or transnational group are fairly obvious: decentralized, networked criminal or terrorist organizations are less vulnerable to the traditional measures used by the hierarchically organized law enforcement and security forces of a national government.
 
Today, networks are considered highly sophisticated forms of organization that draw strength from a distributed architecture and a significant amount of intrinsic motivation among its members to achieve shared purposes (rather than being compelled in a particular direction by a central authority). In the world of violent non-state actors (VNSAs) like criminals and terrorists, networks have become commonplace, posing increasing challenges to state governments and economies. They are transnational “living, breathing organisms” unconstrained by state or geographical boundaries, and have proven to be enormously resilient despite the post-9/11 efforts of the U.S. and its allies to change the global security environment. In many cases, the illegal activities of these VNSA networks have extended to licit sectors of the economy, allowing the networks to establish themselves as “legitimate” members of communities. Scholars have also recently described how criminal and terrorist networks are highly capable of organizational learning (i.e., they scan for threats and vulnerabilities, acquire and process information, compartmentalize knowledge, etc.) because they provide multiple pathways for knowledge transfer—that is, more individual nodes can contribute to the collective knowledge base, like a Wikipedia or CompanyCommand.com sort of approach.

From a strategic perspective, therefore, it makes sense that Osama bin Laden and his colleagues would seek to nurture this sort of evolution in the world of salafi-jihad terrorism. Indeed, according to Spanish counterterrorism judge Baltasar Garzon, following the loss of key leaders during the first year of the U.S.-led Global War on Terrorism, al Qaeda convened a strategic summit in northern Iran in November 2002, at which the group’s consultative council came to recognize that it could no longer exist as a hierarchy, but instead would have to become a decentralized network and move its operations out over the entire world.
 In essence, al Qaeda’s leaders have recognized that the achievement of their ultimate goals and objectives requires a more decentralized approach—a reflection of the fact that learning organizations consciously assess their own vulnerabilities, and are capable of adapting their operations to preserve the longevity of the organization. 
Networks can self-organize and disperse, comprising formal, informal, family, and cultural associations tied by varied and sometimes near-invisible links. The distributed cellular architecture of a terrorist network insulates and protects the core, while the links between network members provide conduits through which they can publicize, mobilize, radicalize, coordinate, finance, collect and share information and other vital organizational activities. These links also provide avenues for collaboration with other terrorist groups, state sponsors, criminal enterprises, and organizations willing to provide support.

How are these links established? In essence, anyone can become a member of the network, though usually they must first establish some form of credentials through which others in the network can then justify membership. I call this “the trusted handshake.” Examples of the trusted handshake can include mutual friends or acquaintances who would vouch for you (in the Sicilian Mafia, for example, members vouch for others with their life); family ties (to include belonging to a specific clan or tribe); a shared academic/scientific knowledge base; religion (doctrinal knowledge, formal credentials, etc.); and shared experiences (prison, battlefield, oppression) which give members a common “veteran” status. Trust is a critical component of human networks—indeed, according to noted terrorism scholar Brian Jenkins, “To work well, networks require strong shared beliefs, a collective vision, some original basis for trust, and excellent communications.”
 Thus, the trusted handshake, established by various social mechanisms and shared beliefs, provides the means by which network members agree to collaborate in achieving the network’s objectives.
Terrorist Networks and Criminal Networks
Both criminal and terrorist networks have much in common. They are highly adaptable, innovative, resilient, and require operational secrecy. In both cases, “leaving” the network is difficult, rare, and often fatal. However, there are also key differences between terrorist and criminal networks, not the least of which is their motivations and objectives. In general, criminals are driven by profit, whereas terrorists are driven by ideology and political objectives. Because terrorists seek popular support for their political agenda, they use violence as a means to communicate to various audiences, and thus will take credit for their attacks. In contrast, criminals do not want media attention, and do not typically take credit for violence.
Why, then, have we seen an increase in the establishment of linkages between terrorist and criminal networks? One reason is that in the post-9/11 global security environment, state sponsorship for terrorism has become less reliable, and traditional funding sources (for example, those tied to charity organizations) have also become constrained. Thus, there is an urgent need among terrorists for new funding sources, and criminal networks offer avenues to many profitable ventures including smuggling, kidnapping, credit card and identity theft, extortion, and human exploitation. Many of these activities general profits in the many $ billions annually. Narcotics smuggling is most common and profitable, although there is also a great deal of money to be made in smuggling people, cars, boats, diamonds, DVDs, cigarettes, and other commodities. The global arms trade, especially to/from conflict zones, is a vibrant source of revenues, as is trading drugs or other commodities for weapons. And criminal networks profit enormously from the provision of illicit services like document forgery, prostitution or money laundering, which provides a critical bridge between licit and illicit economies.
Recently, scholars have described a growing convergence of criminal and terrorist networks, creating what can be called “hybrid networks.” But upon what grounds are these linkages established? Money is seen as the centrifugal force that brings the two types of networks together, but evidence suggests that these are largely mission-specific, temporary, transaction-specific collaborations. That is, the linkages between criminals and terrorists tend to dissolve once their transactional reason for collaboration has been completed.

As with all networks, trust is critical to facilitating any sort of meaningful transaction, and here the “trusted handshake” is based on family ties (to include belonging to a specific clan or tribe); ethnic ties, often within a diaspora (e.g., Algerians in France, Spain; Pakistanis in UK; Tamils in Canada; Turks in Germany, etc.); shared prison experiences; a shared anti-government sentiment (and need to avoid law enforcement); an individual’s record of successful black market transactions; and mutual friends or acquaintances who will vouch for a certain individual in either the terrorist or criminal network. 
From what we know about the convergence of criminals and terrorists, these “trusted handshakes” are most likely to form within prisons, black market transaction centers, ethnic enclaves/diaspora neighborhoods, conflict zones (& former conflict zones flush with weapons), places with a high level of corruption and weak civil society, areas of deep ethnic fissures (where a common animosity towards a distinct “them” drives daily behavior), regions of severe financial or economic desperation and weak border security (usually patrolled by poorly equipped, underpaid guards), states ruled by authoritarian, statist regimes that overly control the local economy, and places with a severe lack of transparency in private and public sector finance. Of these, perhaps the most important enabling factor is corruption, which creates an environment that facilitates greater operational security (through bribes) for clandestine networks. 
Operational security is vital to the success of any clandestine organization, and thus they actively seek out environments which provide the most optimum levels of security. Terms like “safe havens,” “ungoverned spaces,” “lawless territories” and “zones of competing governance” have become commonplace among national security policymakers and academics. The dire need for operational security can also be seen as a potential vulnerability among both criminal and terrorist networks that we can exploit to our advantage.
Clandestine Network Vulnerabilities
Any organization involved in clandestine activities faces similar challenges in terms of operational security. Networks require a level of security that facilitates meaningful transactions of information and finance. However, the distributed cellular architecture of criminal and terrorist networks produce difficult challenges in almost any operational environment, particularly in terms of maintaining situational awareness, controlling the use of violence to achieve specified political ends, and of course, preventing the authorities from degrading the group’s capabilities. Indeed, network members are constantly worried about the possibility of spies within the organization, and they spend a great deal of energy trying to out-think and out-wit intelligence agencies and law enforcement personnel.
Criminal and terrorist networks also face problems common to other types of organizations, including private firms, political parties, social movements, and traditional insurgencies.
 For example, political and ideological leaders—the principals—must delegate certain duties to middlemen or low-level operatives, their agents. However, a network’s members have different preferences (based on personal experiences, perceptions, prejudices, etc.) which impact how they behave in certain situations. Because of these differences in personal preferences, as well as the need to maintain operational secrecy, terrorist group leaders cannot perfectly monitor what their agents are doing. Thus, by impacting the level of trust (or expectations of shared effort among a network’s members toward a common goal), preference divergence creates operational challenges which can be exploited to degrade a terrorist group’s capabilities.
In essence, clandestine networks face at least two fundamental tradeoffs. The first is between operational security and tactical control. Here problems of trust and control—agency problems—and other group dynamics lead to counterproductive violence. Strategies to mitigate these problems through greater control entail security costs for groups as a whole, and pose special operational challenges to hybrid networks. The second tradeoff is between operational security and transaction integrity. Here agency problems create inefficiencies in resource allocations and suspicion of corruption. This is a particularly daunting challenge for hybrid networks, where suspicion between criminals and terrorists is already natural. Strategies to mitigate these agency problems entail security costs which can be exacerbated, as described later in this essay. Overall, developing a better understanding of how to take advantage of these problems will help governments more effectively degrade the capabilities of criminal and terrorist networks. 
1.  Tactical Control Challenges
There are many tactical control limitations faced by political and ideological leaders—the principals—in a network. By necessity, these principals have to delegate certain duties—planning attacks, soliciting funds, recruiting, and the like—to middlemen or low-level operatives, their agents. Such delegation poses no problem if all the agents are perfectly committed to the cause and agree with leaders on how best to serve the cause. Under those conditions, the preferences of the principals and their agents will be perfectly aligned, and the agents will act exactly as the principals would like.
However, within any organization, there is preference divergence among members over who needs what kinds of situational awareness, what should be done to maintain security, and the controlled use of violence. This latter issue is vital—terrorists cannot afford too alienate the center of gravity, or risk losing support. The tactical control tradeoff also increases the potential for fratricide—that is, individuals sympathetic to the network becoming victims of the violence.
 Because of these problems, the organization’s leaders must reign in overzealous members and prevent them from initiating their own attacks against strategically high-value targets. In a similar fashion, criminal networks must also ensure low-ranking members do not use violence in a way that is counterproductive to the network’s overall objectives. Thus, as reflected in Figure 1, a networked organization’s leaders must give up some of their operational security in order to exercise greater direct tactical control over its members. 
Figure 1: The Trade-off between Tactical Control and Operational Security
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This creates opportunities for law enforcement and intelligence agencies to degrade the network. These challenges are significantly amplified in hybrid networks of criminals and terrorists, where the distributed, cellular nature of each network already creates difficulties in resolving chains of command. In sum, because of the need to maintain secrecy, clandestine group leaders cannot perfectly monitor and control what their agents are doing. Exacerbating this preference divergence could force leaders to consider punitive actions against agents and operatives. At the very least, it compels the networks principals to spend more time monitoring (and trying to control) the actions of its operators, and in the process divert resources from core strategic and tactical operations.
2.  Transaction Integrity

Networked organizations need to support financial transactions, accurate communication (especially in the tactical control arena), and the movement of assets, weapons and people. The strength of any network is based on the level of its ability to facilitate these sorts of transactions and movements effectively, and thus the reliability and trust of a network are critical. Operators have expectations that money to support operations will be made available in a timely fashion. Leaders and money handlers have expectations that individual recipients will do things with those funds that are directly aligned with the leaders’ intent. In other words, the spending priorities of both leaders and operators must be perfectly aligned. Yet, as described earlier, the preferences and priorities of an organization’s members are not always aligned. Further, because a clandestine organization cannot offer much transparency regarding its finances, there is considerable latitude for abuse and corruption. Thus, as reflected in Figure 2, the second major challenge of a clandestine networked organization is in maintaining high levels of both transaction integrity and operational security. 
Figure 2: The Trade-off between Transaction Integrity and Operational Security
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Limited or no accountability in an organization is bad, and the cellular nature of networks compounds this problem. Ensuring the transaction integrity of a network often requires additional layers of “trusted handshakes,” limiting the nodes within the network that are viewed as reliable for conducting meaningful transactions. This is a particularly important challenge for hybrid networks, where suspicion between terrorists and criminals is already natural. There are thus opportunities for intelligence, law enforcement and counterterrorists to use a clandestine network’s need for secrecy against them. For example, imagine the heightened tensions that would result within a network when money disappeared for apparently no reason, followed by the mysterious appearance of conspicuous consumption items (big screen televisions, cars, etc.) at the home of individuals suspected of misappropriation or corruption. Spreading rumors of preferential treatment and special benefits given to certain members of the network would also have the cumulative effect of degrading the critical levels of trust in the network upon which transaction integrity relies. As well, slowing the transfer of funds and assets from one network node to another (i.e., causing unexplained transaction delays) promotes suspicion, rumors, and mistrust within a clandestine network.

There is indeed much we can do to encourage internal looting (or perception of looting) within a clandestine network. Publicizing accounts of financial mismanagement, corruption, misappropriation, and fund diversion significantly amplifies the problem for a network’s leaders. In the case of Al Qaeda, one could publish a series of reports on “lavish lifestyles of Al Qaeda’s leaders” focusing on Khalid Sheikh Mohammad and his playboy antics; Jamal Ahmed al Fadl stealing money from the network in Kenya; and the considerable money mismanagement that was uncovered among members of the Montreal cell. An information campaign of this sort would paint a portrait of these jihadis as anything but humble, pious, devout Muslims, as well as discredit them as competent financial decision makers. It also forces leaders to consider punitive actions against agents and operatives suspected of financial mismanagement. In essence, these and other activities can make asset management more difficult within a clandestine network.
3.  Strategic Authority

In addition to the agency problems described above, clandestine networks also struggle with preference divergence over “who’s in charge.” In general, there are forces within all networks that influence how the nodes operate. For example, in the mafia there are certain family leaders or patrons who are the main principals, while in the world of salafi-jihad terrorists, certain influential scholars and veterans of the conflict against the Soviets in Afghanistan are seen as important pillars of knowledge and legitimate strategic guidance. However, because of the basic preference divergence challenge faced by all organizations, there are inevitable strategic disagreements within a clandestine network that lead some of its members to subvert the authority of senior commanders. There may also be internal dissension within the network’s leadership itself. The network’s principals must therefore constantly demonstrate their strategic competence and monitor the disagreements among its members to ensure their overall objectives and directives carry the day.
Because of preference divergence, we can assume that disagreements already exist within a particular network. How can we exacerbate these differences, make them more acrimonious? Amplifying the strategic authority challenge in a clandestine network—and particularly in a hybrid network, where distrust between criminals and networks is already prevalent—requires us to first identify the most influential members within the network. Who is trusted most? Whose word carries the most weight, and why? Intelligence must be gathered to help identify rivalries within each network and between networks. Encouraging network members to pose questions of legitimacy and strategic competence encourages debate and forces a network’s principals to defend their ideas. This is a significant challenge for hybrid networks, where principals of a criminal network may disagree with the principals of a terrorist network, and vice versa, and yet for pragmatic reasons must try to get along and ensure that their subordinates cooperate toward the common goal.
This perspective highlights the importance of publicizing counterterrorist and law enforcement successes (and by extension, the tactical failures of the terrorist and criminal networks). Spreading rumors of incompetence, strategic drift, lack of tactical control, and raising questions about strategic coherence, leadership competency and direction can exacerbate perceptions of strategic drift and disconnections between rhetoric and actions (especially when an ideologically-driven group becomes involved in narcotics, extortion, or other criminal activity), which can then undermine the authority of a network’s leaders. Further, highlighting the personal agendas of those who are “in charge” can impact the strategic authority, tactical control, and transaction integrity agency problems within a clandestine network. Overall, there are multiple avenues through which the operational capabilities of clandestine networks can be significantly degraded.
Conclusion
The goal of this discussion is to provide some ideas which can help us identify where and under what conditions organizations can expect the greatest challenges in pursuing their goals and interests. Understanding a networked organization’s internal challenges and vulnerabilities is key to developing effective strategies to combat the threats they pose and degrade these groups’ capability to function.
Networked organizations require trusted relationships in order to support information and financial transactions. However, distrust can be much easier to establish than trust. Preference divergence creates challenges for networked organizations that can be exploited. These challenges are particularly acute for hybrid networks, because they require an even higher level of trust in order to maintain operational security. Most criminal network operatives have difficulty trusting terrorists (and vice versa) because of differences in objectives, values, motivations, and the rationale for the use of violence. As described in this essay, there are opportunities for exacerbating these problems in order to sow distrust and discord between a network’s members and produce a constant state of disruption and uncertainty. We can make information management more difficult, and overwhelm the decision-makers from within by flooding the network nodes with requests for information or clarification of intent. Degrading the command and control network channels with noise and static compounds the tactical control difficulties faced by criminal and terrorist networks. Magnifying the differences and distrust among a network’s members—in other words, amplifying preference divergence—can help us exploit a network’s operational security vulnerabilities and degrade its ability to function effectively. 
We must also refrain from actions that encourage preference alignment among a network’s members or between terrorist and criminal networks. Transnational criminal organizations are businesses; we must emphasize the impact that terrorist attacks have on their profit streams. Further, criminal organizations may be easier than terrorist groups to penetrate with human intelligence resources; even if not, we should highlight the perception that this is the case. Indeed, influencing the “street perception” of an organization is a powerful component of an overall counterterrorism strategy. Further, amplifying a clandestine network’s concern about infiltration forces them to spend more time on screening new members, leaving less time for other activities. Overall, the more we can learn about criminal and terrorist networks and their vulnerabilities, the greater our chances for developing new strategies and tactics for counterterrorism, law enforcement and intelligence professionals to counter them with increasing sophistication and success.
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